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Abstract

This paper presents a new state of the art in the field of finite state system verification.
The paradigm of this approach is to represent and to manipulate these systems in an
implicit way. The computational costs of the verification procedures using this paradigm
depend on the costs of the operations performed on this implicit representation instead of
the number of states and transitions of the verified systems. This paradigm allows these
new verification procedures to overcome the limitations of previously available techniques.

1 Introduction

We have introduced in 1989 a technique for verifying digital sequential circuits that can
handle circuits with state-transition graphs too large to be built. The verification proce-
dure presented in [24, 25], included in a tool called STAM, consists in traversing the state
transition graph of a sequential circuit in a breadth-first manner without building this
graph. During the traversal, the procedure checks all the states and all the transitions so
it performs exhaustive verifications.

The key idea that allowed SIAM to overcome the limitations of previously developed
verification procedures is that it does not manipulate the states and the transitions of
this graph explicitly. SIAM manipulates sets of states and sets of transitions that are
denoted by their characteristic functions, and these Boolean functions are represented
with binary decision diagrams (BDDs) that are a very compact graph representation of
such functions [12]. The reason that explains why SIAM can handle circuits that were out
of reach of previously available verification procedures is that there is no relation between
the sizes of the BDDs that STAM operates on, and the sizes of the sets of states and
of transitions that these BDDs denote, so that the computation cost of the procedure is
completely independent from the number of states and of transitions of the circuit to be
verified.
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Figure 1. Implicit Reachable State Computation.

This is clearly demonstrated by Figure 1 that shows the CPU times needed to compute
the set of reachable states of about 30 different sequential circuits using the BDD based
breadth first traversal procedure presented in [24]. On the z-axis of this graph are the
logarithms of the numbers of reachable states of the circuits, and on the y-axis are the
logarithms of the CPU times in seconds, obtained on a Sun Sparcl computer, needed to
compute the BDDs representing these sets of states.

The straight line on the left corresponds to the CPU times that would be obtained using
a procedure with a cost linear with respect to the numbers of reachables states to be
computed. This line represents the best results that could be obtained with a procedure
manipulating states explicitly. The drawing shows that all computation times are sub-
linear with respect to the number of reachable states. There are circuits that are clearly
out of reach of procedures manipulating states explicitly. Finally, the regression coefficient
for these results is almost equal to 0, which corroborates the theoretical result of inde-
pendence [28] of the numbers of reachable states of the circuits and the times needed to
compute these states.

Since 1989 many efforts have been spent to use the implicit set manipulation paradigm for
solving other finite state system verification problems. So far, these efforts have demon-
strated that this paradigm applies successfully to several very different problems, including
the sequential circuit verification, the verification of dynamic properties of finite state sys-



tems and of synchronous programs, the proof of language containment for w-automata,
and the equivalence of systems modulo the bisimulation.

This paper presents the principles of this paradigm, and its applications so far. Section 2
presents the Quantified Propositional Logic, that is a very simple extention of Propositional
Logic sufficient to describe the elementary operations that are used to build the finite state
system verification algorithms mentioned above. Section 3 recalls the main properties of
the binary decision diagram representation, and gives the complexity of the evaluation on
BDDs of formulas of the Quantified Propositional Logic. Section 4 presents the elementary
set operations used by the verification algorithms, and explains why so much work has
been done to optimize the evaluation of the image and reverse image operations. In
order to apply the verification paradigm presented in this paper, the system to be verified
must be described by a set of Boolean equations. Section 5 presents such a model and
briefly explains how this model can be produced from different formalisms that are used
worldwide to describe and to program finite state systems.

2 Quantified Propositional Logic

In this paper we will use the Quantified Propositional Logic to specify the implicit set
operations that are used in the paradigm presented here. Adding quantifiers to Proposi-
tional Logic does not increase its expressive power, but it allows us to write very concisely
expressions whose quantifier-free forms have exponential sizes. This section presents the
syntax and the semantics of the Quantified Propositional Logic.

Quantified propositional formulas are built out of an countable set V of variables that
will be noted x,x1,z2,...,9,Y1,Y2,...,2,..., the constants {0,1}, and the connectors
{—~,V,A\,=, < ®,3,V}. The syntax of these formulas [44] is defined by the following
rules:

< QPF > == <war>|0]1
= (< QPF >)
n= < op; >< QPF >
n= < QPF >< opy, >< QPF >
n= < quantifier >< var >< QPF >

<op;y > = "

<ope> = V|AN|=e|ld

<war > u= x|xy|T2] .MM
< quantifier > == 3|V

We note F the set of formulas that can be built using the preceding rules. A formula that
contains no occurrence of the symbols 3 and V is said to be quantifier free.

An interpretation is a function from the set V into the set {0,1}. Any interpretation i
can be extended into a function 7, from the set F into the set {0,1} using the following
rules: 7,(0) =0 ; 4.(1) = 1 ; if x is a variable, then i.(z) = i(z) ; i.(=f) = 1 if and only if
i(f) =0; i(fiV fo) = 1if and only if i.(f1) = 1 or iu(fe) = 1 ; i.(F xf(z)) = 1 if and
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only if i,.(f(0)) =1 or i, (f(1)) = 1, in addition with the following rewriting rules [28]:

(Va) f =(3z ~f)

fAg =(=f V —g)
=y —fVyg

feg (f=9N(g=1)
feyg -(f < 9)

i

Ll

A formula f maps any interpretation i onto a unique element of {0, 1}, and thus it defines
a unique function, noted Ai.i,(f), from the set ({0,1} — V) into the set {0,1}. Given a
total ordering for the variables in V, the formula f defines a unique function from {0, 1}V
into {0,1}. The formulas f and g are said to be equivalent if and only if the functions
they denote are equal. A formula f that is equivalent to 1 is called an tautology, and a
formula that is equivalent to 0 is called an antilogy. In the following we will use the same
notation for representing a formula and the function it denotes.

A Boolean function is a function from {0, 1}" into {0,1}. The preceding definitions show
that any propositional formula f denotes a unique Boolean function from {0, 1}V into
{0,1}. Conversely any Boolean function from {0, 1}" into {0, 1} can be represented with at
least one quantifier free propositional formula built out the set of variables {z1, xo, ..., z,}.
This means that any quantified propositional formula is equivalent to at least one quantifier
free propositional formula. This quantifier free propositional formula can be obtained with
the following rewriting rules [28]:

Gz f) = (fle <0V flz 1))
(Ve f) = (flz < 0 A flz < 1])

where f is a quantifier free formula, and f[x + ¢| is the formula obtained by replacing all
occurrences of x in f with g. We will say in the sequel that computing a quantifier free
form of a quantified propositional formula consists in eliminating the quantified variables
from this quantified formula.

3 Binary Decision Diagrams

Shannon decomposition of a propositional formula f, built out of n variables, with respect
to one of its variable x is the unique couple of functions denoted by the couple of formulas
(flz < 0], f[r < 1]) [1]. When iterated for all the variables of f, the decomposition
process defined above associates the formula f with a tree that is unique modulo the
decomposition ordering, and that is called the Shannon tree of f. This tree [1] has 2" — 1
vertices and its leaves are the constants 0 and 1.

Figure 2 shows the Shannon tree of the formula (21 A (23 ® 24)) V (22 A (23 < 4)). The
value of the function for any assignment for its variables can be found by following the
path, from the root of the tree to a leaf, that this assignment defines in the tree. At each
vertex, this path follows the left branch if the associated variable is assigned the value
0, and the right branch if the variable is assigned the value 1. The path defined by the
assignment x1 = 0,29 = 1,23 = 1, x4 = 0 is marked with a dotted line in Figure 2.
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Figure 1. Shannon tree of the formula (2:1 A (:r;g @ x4)) V (22 A (3:3 & 1y)).

The Binary Decision Diagram (BDD) of a formula f is the compacted representation of
the Shannon tree of f obtained for a given variable ordering. This BDD is produced by
iteratively applying two compaction rules on the Shannon tree [12]. The first compaction
rule consists in eliminating any vertex of the tree that has isomorphic sons because this
vertex does not contain any valuable information about the function. For instance the
vertices marked with a (x) in Figure 2 are useless. The second compaction rule consists
in identifying all isomorphic subtrees, so that the tree becomes an acyclic directed graph
called the BDD of f. The BDD of the formula (21 A (z3@ 24)) V (22 A (23 < 24)) is shown
by Figure 3.

Both compaction rules participate in making the number of vertices in the BDDs much
less than the number of vertices in the associated Shannon trees. In the sequel we note
| f| the size of the BDD of the function f, that is the number of vertices in its BDD built
with a given variable ordering. Though theoretical results show that the first compaction
rule is more effective than the second one [28], the latter is sometimes essential for getting
BDDs of tractable sizes. For instance, there are symmetric functions for which application
of the first rule alone does not reduce the size of Shannon tree, and whose BDD has a
quadratic size for all variable orderings [28]. However there exist BDDs with n variables
that have a number of vertices in O(2"/n), which means that there exist functions that
do not have tractable BDDs for a given variable ordering [28].

The structure and the size of the binary decision diagram of a Boolean function can heavily
depend on the input variable ordering that has been chosen to build this graph [12, 33].
There exist Boolean functions of 2n variables that have a BDD with a size in O(n) for
one variable ordering and a size in O(2") for another variable ordering. Moreover, there
exist functions that do not have tractable BDDs for any variable ordering [13]. There is
an algorithm for computing the best variable ordering for a function, that is an ordering
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Figure 1. BDD of the formula (1 A (z3 ® x4)) V (22 A (23 & 24)).

for which |f] is minimal [33]. However this algorithm has a complexity in O(n?3"), which
makes it unusable for complex functions.

The usual Boolean operators can be evaluated with a polynomial complexity on BDDs
built with the same variable ordering [11, 12]. For any functions f and g, the time and
memory needed to compute the BDD of the function (fxg), where x is one of the operators
{V,A\,=, <, @} is in O(|f] x |g|]). The complexity is the same for all these operators
because all combinations can be performed using a unique operator called “apply” that
has the mentioned complexity. This is a remarkable property that makes BDDs very
different from previously used representations of propositional formulas, for instance the
sum-of-products representation for which the operators have different complexities, most
of them being at least exponential [28].

Building the BDD of the function that is denoted by the quantified propositional formulas
(3xf) and (Vz f), where f is a quantifier free formula, can be done in O(| f|?) [28]. Indeed
this quantified variable elimination basically consists in combining the formulas f[z < 0]
and f[r < 1] using either the disjunction or the conjunction. When there are several
variables to be eliminated the quadratic complexity of each elimination can make the
complete elimination exponential. There exist quantified propositional formulas of the
form (3x1xs ... x, f) whose quantifier free form has a BDD whose size is exponential with
respect to n or/and the size of the BDD of f [28].

The situation is very similar with the substitution operation. Computing the BDD of
the propositional formula f[z < g] from the BDDs of the formulas f and g respectively
can be done in O(|f|*> x |g|). The question is open to know whether this can be done in



O(|f] % |g|) [12]. However there exist formulas f and gy, ..., g, with 2n variables, such
that (|g|+ > r_1 |fx]) is in O(n), and such that |f(g1, ..., g,)| is in O(2") [28]. This means
that the substitution (or composition) operation of n variables is exponential with respect
to n in the worst case [28].

Despite these obvious limitations, binary decision diagrams currently are the representa-
tion of propositional formulas and of Boolean functions that support the most efficiently
the evaluation of the operators of the Quantified Propositional Logic defined in Section 2.
For this reason, all the verification procedures using the implicit set paradigm represent
the Boolean sets they manipulate with Binary Decision Diagrams.

4 Implicit Boolean Set Manipulation

This section explains why binary decision diagrams are a good representation for manip-
ulating Boolean sets, and it gives the complexities of the elementary set operators.

A Boolean function f from {0,1}" into {0,1} denotes a unique subset Sy of {0,1}" that
is defined by the equation

Sp=A{ze{0,1}" / f(z) =1}.

Conversely a subset S of {0, 1}" is denoted by a unique Boolean function from {0, 1}" into
{0,1}, noted Xg, that is defined by the equation

Xs(Z) =1 if and only if 7€ S,

and is called its characteristic function. Since any Boolean function from {0, 1}" into {0, 1}
has a unique BDD representation for a given variable ordering, any subset of {0, 1}" also
has a unique BDD for this variable ordering [28].

Characteristic functions are a very interesting representation of Boolean sets because there
is no relation at all between the number of elements in a set and the size of the BDD that
denotes this set, so that huge Boolean sets can potentially be denoted by small BDDs [24].
There exist of course subsets of {0, 1}" whose BDD has an exponential size with respect to
n. Boolean operators correspond with set operators, for instance disjunction corresponds
with union, and negation with complementation. All elementary set operations can thus be
evaluated with a quadratic complexity on BDDs. Moreover, thanks to this correspondence
between Boolean sets and Boolean functions, any set operation over such sets can be
expressed using the Quantified Propositional Logic defined in Section 2 [28].

Image and reverse image computations of functions from the set {0, 1}" into the set {0, 1}™
can be expressed in terms of the substitution and the variable elimination operations
defined in Section 2 [27]. A function from {0,1}" into the set {0,1}" is defined by a
functional vector f = [f1--- fm] of Boolean functions. For any subset S of {0,1}", the
characteristic function of the set {7 € {0,1}™ / 3z € S, f(Z) = 7}, noted Img(f, Xs), is
defined by the equation [25]:

Img(f,Xs) = Nj.(37 Xs(Z A/\fk  yr).



Conversely, for any subset S of {0,1}™, the characteristic function of the reverse image of
S, which is the set {Z € {0,1}" / f(Z) € S}, is noted Rev(f,Xs), and is defined by the
equation [26]:

Rev(f,Xs) = AE(Xs(f1(@), .., fm(E)))-

A relation R over the set {0,1}" x {0,1}™ is a function from {0,1}" x {0,1}™ into {0, 1}.
The first projection of a subset S of {0,1}" x {0, 1} with respect to R, noted First(R,S),
is the characteristic function of the set {# € {0,1}" / 3y € {0,1}™, (Z, ﬁ) €S A R(Z, g)
1}, and is defined by the equation [15]:

First(R,Xs) = M2.(37 Xs(Z,7) A R(Z,7)).

In a similar way the second projection of S with respect to R, noted Second(R,S), is
characterictic function of the set {y € {0,1}™ / 37 € {0,1}", (Z,9) € S AN R(Z,7) = }
and is defined by the equation [15]:

Second(R,Xs) = Mj.(37 Xs(Z,7) A R(Z,7)).

Quantified variable elimination and variable substitution operations both have exponential
complexities with respect to the size of the BDDs in the worst case, so the operators Img,
Rev, First, and Second defined above also have this exponential complexity. This means
that these operators are much more costly than the elementary set operators, and that
the complexity of any algorithm that uses these operators have an exponential complexity
with respect to the size of the BDDs [28]. This explains why many efforts have been put
on optimizing the evaluation of these operations.

Some optimizations take advantage of the structural properties of BDDs, for instance the
image computation algorithms for functional vectors presented in [24, 25, 20, 43] (based on
the constrain operator [25], also called generalized cofactor and image restrictor), and the
reverse image algorithms presented in [26, 54]. Some other optimizations take advantage
of the properties of the logical operators occurring in the formulas to be evaluated in order
to reduce as much as possible the sizes of the BDDs that must be manipulated during the
these operations. Such an optimization that can be used for computing images of functional
vectors is presented in [59] and similar ones were later presented in [17, 37]. Finally some
optimizations consist in taking into account the context in which these expressions must
be evaluated to either reduce the sizes of the manipulated BDDs [26, 16, 56], or to reduce
the number of iterations performed during the verifications with the iterative squaring
technique [15] or with a mix of depth-first and breadth-first traversal [35].

5 Finite State System Verification

In order to reason about finite state systems using the implicit Boolean set operations
presented in Section 4 it is necessary to have a representation of this system in which
objects to be treated are Boolean sets. In this section we present two closely related
representations that fit this purpose and briefly review the techniques that have been



proposed to produce these representations from formalisms as different as the VHDL
hardware description language, the synchronous languages LUSTRE or ESTEREL, and
the CCS process calculus.

A Finite State Machine (FSM) M can be defined in two equivalent ways that differ on
the way the outputs and transitions are specified. A FSM model using functional vectors
consists of a 6-tuple (n, m,r,d, 5 Init) [27, 39], and a model using relations consists of a
6-tuple (n, m,r,Q, A, Init) [15], where:

e 1 is the number of Boolean state variables of M. The state space of the machine is
thus {0, 1}".

e m is the number of Boolean inputs of M. The input space of the machine is thus
equal to {0, 1}™.

e The functional vector @ is built out of the r output functions of M. These functions
can be either partially or completely defined [27]. In the first case each function of
the functional vector & is represented with a couple of functions (f,C') where f is
a function from {0,1}" x {0,1}™ into {0,1} and C is the characteritic function of
the subset of {0,1}" x {0, 1}™, sometimes called the care set of f [45], on which the
function is defined. In the second case each of the functions in & is a function from
{0,1}" x {0,1}"™ into {0,1}. The output relation 2 is defined on {0, 1}" x {0,1}"™ x
{0,1}", and Q(7, %, Z) = 1 if and only if the machine produces the output Z when it
reads the input Z while it is in the state /.

e The functional vector 4 is built out of the n next-state or transition functions of M.
The transition function § can be either partially or completely defined. In the first
case, we consider the care set of this vectorial function to be the intersection of all
the care sets of the functions in &, so that its characteristic function C' is equal to
C' = Aj_; Cg. The transition relation A is defined on {0, 1} x {0,1}™ x {0, 1}" and
A(7,Z,y') = 1 if and only if the machine goes into the state denoted by 3/ when it
reads the input £ while it is in the state /.

e [nit is the characteristic function of the set of initial states of the machine M.

Gate level descriptions of digital synchronous circuits written in a format such as BLIF
are representations of this kind [62]. A circuit description written in BLIF is made of the
interface part describing the interface of the circuit, the declaration part giving the names
of its binary storage elements, and a part describing the multi-level logic network that
computes the outputs and the next values of the state variables from the current values of
these variables and the values of the inputs. The care set of the output and the transition
functions can be specified.

The main problem that has to be solved to get BDD representations of tractable sizes
from BLIF descriptions is to compute good variable orderings, and many efforts have been
spent to solve this problem. Since the algorithm for computing the best variable ordering
for a function has a much too high complexity to be used on non trivial descriptions,
efforts have been mainly dedicated to develop ordering heuristics and reordering heuristics.



Several proposed ordering heuristics exploit the structure of the multi-level logic network
to produce the input and state variable ordering [3, 34, 50, 51, 52].

Others heuristics produce this variable ordering from simple or more complex analysis of
the supports of the output and the transition functions [43, 59]. A special kind of BDDs
have even been developed that give a way to evaluate very efficiently different variable
orderings in order to choose the best one [18]. Since these heuristics sometimes fail to
produce a good variable ordering, reordering heuristics have been developed to reduce the
size of existing BDDs. These heuristics are all based on cost functions that measure the
gain obtained by exchanging the ordering of two variables [19, 41, 42].

Compilation processes have been developed to produce FSM models from reactive pro-
grams written in LUSTRE and ESTEREL. LUSTRE is a declarative language that allows
programmers to express relations between the synchronous input and output flows of a
reactive system [36]. The FSM model compilation for this language consists in determin-
ing the set of state variables that are necessary to produce, at each instant, the values of
the outputs from the current and past values of the inputs [58, 56]. There are LUSTRE
programs that cannot be compiled into a FSM model, for instance programs that manip-
ulate real numbers, but all programs that operate on variables of finite domains can be
processed. ESTEREL is an imperative language that allows engineers to program reac-
tive systems that have very complex control structures [6]. The FSM model compilation
process for ESTEREL, that currently handles ESTEREL programs operating on Boolean
variables, consists in determining the state variables that are necessary to implement the
control structure of the programs [4, 5]. Both compilation processes generate multi-level
logic networks on which the heuristics mentioned above can be applied.

FSM model compilation processes for hardware description languages actually are logic
synthesis processes. Such processes have been developed for several hardware description
languages, for instance LDS [48, 49] that is a hardware description language used at
Bull to describe circuits at the register transfer level, and for VHDL [23, 29|, that is the
IEEE standard language for describing circuits. These processes rely on different basic
techniques such as symbolic execution [8], state machine encoding, and state machine
minimisation [7, 46]. The main problem here is to find state encodings and variable
orderings that minimize the BDDs that represent the FSM and the BDDs manipulated
during the verifications.

Finally FSM model compilation processes have been defined for different process calculi
and labelled transition systems [10, 32]. The first problem to be solved here is to define the
composition rules of FSM models that correspond to the different operators of these for-
malisms. The second problem is the same as the one mentioned in the previous paragraph,
which is to produce BDDs of tractable size. Work has been done to define composition
rules for variable orderings that correspond with the different composition operators, for
instance the sequential and parallel composition operators [32]. The problem with these
rules is that they are static so that, experience demonstrates it, the attempts that are made
to have a FSM model of moderate size do not prevent the BDDs of the sets manipulated
during the verification to grow exponentially.

From the historical point of view, the first verification problem that has been tackled
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using the paradigm presented here has been to prove the equality or the inclusion of
the languages produced by two finite state machines [24]. In parallel several verification
procedures [15, 9, 26] have been developed to check properties expressed in the branching
temporal logic [21, 22, 31, 55]. Experience has shown that these verification techniques can
handle finite state machines that could not be treated with previously available verification
techniques, e.g. [30, 40, 57, 22, 38, 55|, because their state transition diagrams is much
too large to be built, or because their states are too many to be explicitly enumerated.
For instance these BDD based techniques has been successfully used to study the cache
consistency protocol of a multi processor computer [47].

Several optimizations have been later proposed to improve the fixpoint computations that
are needed for these verification tasks [35, 53, 59, 61]. Specialized procedures have been
developed to check dynamic properties of digital circuits [9, 14], and of programs written
in the synchronous language LUSTRE. Also procedures have been developed to check
the containment for languages produced by w-automata [15, 60], and the equivalence of
systems with respect to the bisimulation [15, 10].

All these verification methods use fixpoint computations that consist in virtually travers-
ing the state diagram of a finite state machine breadth-first in a forward [24] or backward
way [15, 26]. These fixpoint computations built convergent series of sets that are rep-
resented by BDDs. Though the equations that define these sets are different for each
problem, they all make use of one or several of the operations Img, Rev, First, and Sec-
ond, and the difference in performance between procedures that address the same problem
comes from the optimizations used to evaluate these operations.

6 Conclusion

In this paper, we have presented the implicit set approach to finite system verification.
Many different verification procedures based on this approach have shown that the im-
plicit Boolean set manipulations presented here are a robust basis for implementing finite
system verification techniques that can handle problems that are out of reach of previously
available techniques.

There are of course cases where the implicit set manipulation paradigm is not sufficient to
allow the verification procedures to tackle the problems. The computation costs of these
procedures depend only on the sizes of the BDDs they manipulate, so these procedures
fail on certain systems because these BDDs become too large. Experience shows that
there are finite state machines whose transition and output functions have very small
BDDs, namely less than 100 vertices each, and for which it is impossible to compute the
BDD that represents their sets of reachable states, because the sizes of the BDDs that are
successively generated during the fixpoint computation grow exponentially.

The explanation for such a behaviour is that the variable ordering used to build these
BDDs is not a good variable ordering. The efforts put on variable ordering heuristics have
provided us with means of getting FSM models with tractable sizes, but this size reduction
only concerns the BDDs of the transition and output functions of the machine. There is
no reason why this static reduction should help the BDDs generated during the forward

11



or backward traversals of the state transition graphs of the machines to stay small. This
is a strong argument for the development of fast reordering heuristics that would allow us
to rebuild all the manipulated BDDs during the fixpoint computations. The problem is
that experience shows that in some cases the variable ordering for which the BDDs of the
transition and output functions of the FSM are small, and the variable ordering for which
the BDDs in the fixpoint computation are small, are not compatible. The problem then
is to determine whether it is possible to generate with a moderate cost, a different finite
state machine with an isomorphic state transition graph, i.e. a FSM in which the states
are encoded differently, for which the transition and output functions have small BDDs,

and for which the particular fixpoint computation to be performed also generates small
BDDs.

It appears that a bottleneck of formal verification, despite the improvements of the implicit
traversal techniques, consists in both expressing the properties that one wants to check,
and modeling the system that one wants to validate. On one hand, several languages have
been developed to describe complex temporal behaviors, but there is still work to do before
any user can legibly express the properties he expects from its design. On the other hand
sequential systems that are too complex to be directly treated by BDD based techniques
require a rewriting step that consists in abstracting parts of its behavior, which is not an
easy task because its automation is limited.
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