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SUMMARY & CONCLUSIONS

The performances of almost all available fault tree analysis
tools are limited by the performance of the prime implicant
computation procedure they use. All these procedures ma-
nipulate the prime implicants of the fault trees explicitly,
so that their complexities are directly related to the number
of prime implicants to be generated. This paper presents
a new analysis method of coherent as well as noncoher-
ent fault trees that overcomes this limitation because its
computational cost is mot related to either the number of
variables or the number of gates or the number of prime
implicants of these trees. The interactive fault tree anal-
yser METAPRIME that is based on this new method has
been shown by experience to be able to perform in seconds
the complete analysis of noncoherent fault trees with more
than 10%° prime implicants.

1 INTRODUCTION

Fault tree analysis has two complementary aspects. The
qualitative aspect of the fault tree analysis consists of com-
puting the set of prime implicants or primes of the Boolean
function denoted by the tree under analysis, that are called
the minimal cut sets in the particular case where the tree is
coherent [10]. The quantitative aspect of the problem con-
sists of evaluating, using the laws of probabilities associated
with the terminal events of the fault tree, the probability
associated with the top event of this tree.

Computing the set of primes of a fault tree with n terminal
events and evaluating its associated probability are prob-
lems that are both exponential with respect to n. Though
many efforts have been made on these problems over the
past decades, currently available fault tree analysis tools,
when dealing with a tree that has a complex structure, can
only compute a subset of the primes of this tree, for in-
stance those with either the smallest order or the largest
probability, and these primes are used to produce a some-
times rough approximation of the probability of the tree.

This paper presents a fault tree analysis procedure that
dramatically overcomes the limitations of all previously

known analysis procedures. This procedure is based on two
new technologies, the binary decision diagram and the im-
plicit prime computation technologies. The combined prop-
erties of these technologies make the computational com-
plexity of this new analysis procedure independent from the
number of terminal events, the number of gates, and the
number of prime implicants of the fault tree to be analysed.

The paper is divided in 6 parts. Section 2 presents the BDD
representation and gives its main characteristics. Section 3
presents the canonical metaproduct representation of sets
of products built out of a finite set of Boolean variables,
and explains how the metaproduct of the set of primes of
any Boolean function can be computed. Section 4 explains
how these concepts are used in fault tree analysis. Section
5 gives experimental results obtained with the procedure
presented here, and Section 6 discusses them.

2 BINARY DECISION DIAGRAMS

The Shannon decomposition of a propositional formula f
with respect to one of its variables x is the couple of for-
mulas (fz, fo, ) [1], such that: f < (A fap) V(T A fa,)-
When iterated for all the variables of f, the decomposi-
tion process defined above associates the formula f with its
Shannon tree which is unique modulo the variable order-
ing used during the decomposition [1]. Figure 1 shows the
Shannon tree of the formula (z1 A (x3 @ z4)) V (22 A (23 &
x4)). The value of the formula for any assignment of its
variables can be found by following the path that this as-
signment defines in the tree, for instance the path defined
by the assignment 1 = 0,29 = 1,23 = 1,24 = 0 is marked
with a dotted line in Figure 1.

The binary decision diagram (BDD) of the formula f is
the compacted representation of its Shannon tree obtained
for a given variable ordering. This BDD is obtained after
having applied two compaction rules on this tree [3]. The
first compaction rule consists of eliminating all the vertices
of the tree that have isomorphic sons because these vertices
do not contain any valuable information about the formula.
For instance the vertices marked with a “x” in Figure 1 are
useless. The second compaction rule consists of identifying



all remaining isomorphic subtrees, so that the tree becomes
an acyclic directed graph called the BDD of f. The BDD
of the formula (z1 A (z3 @ 24)) V (22 A (x3 & x4)) is shown

in Figure 1.
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Figure 1. Shannon tree and BDD of the formula
(1‘1 A (333 (5] $4)) vV (332 A (1‘3 = 1‘4))
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The binary Boolean operators can be evaluated with a
quadratic complexity, and the negation in linear time, on
BDDs built with the same variable ordering [3]. This poly-
nomial complexity is a remarkable property that makes
BDDs very different from previously used representations
of propositional formulas, for instance the disjunctive nor-
mal form for which the operators have different complexi-
ties, most of them being at least exponential [6].

Any subset of {0,1}" can be represented with a unique
Boolean function called its characteristic function. Since
there is no relation between the number of elements in this
set and the size of the BDD that denotes its characteristic
function, huge Boolean sets can be represented with small
BDDs [5], and the binary set operations can be performed
implicitly on these sets with complexities related not to
their sizes but to the sizes of the BDDs that denote them.

3 PRIME COMPUTATION
3.1 DEFINITIONS

The set P, of products that can be built out of the set
of variables {1, -, z,} is isomorphic to the set of strings
{z1,Z1,e} X ... X {p, Ty, €}, where ¢ is the empty string,
and the literals x; and 7} are the variable xj and its nega-
tion respectively. For any products p and p’, p contains p’,
which is noted p » p/, if and only if the formula (p’ = p)
is a tautology.

An element z of {0,1}"™ is an interpretation of the Boolean
function f from {0,1}" into {0, 1}, if and only if f(z) =1
The product p of P, is said to be an implicant of f if and
only if the formula (p = f) is a tautology. The product p
is said to be a prime implicant or prime of f if and only if
it is an implicant of f and there is no other implicant of f
that contains p [13]. For instance, the product x; is a prime

of the function f = x1 V x122, and z1x2 is an implicant of
f but it is not prime.

3.2 METAPRODUCTS

There are 3™ elements in the set of products P,, so
[nlog,(3)] Boolean variables are sufficient to represent any
subset of P,. The implicit prime computation method pre-
sented here makes use of a Boolean space of dimension 2n,
that is thus larger than necessary, but that allows the en-
coding of elements of P, to be strongly related to Shannon
decomposition.

The many-to-one mapping o from the set {0,1}" x {0,1}"
onto the set P, is defined in the following way [6]:

SnD = ll"'ln;

where I, = ¢ if o, = 0, I}, is Tg, if 0o, = 1 and s, = O,
and finally [y is xy if o = 1 and s = 1. For instance,
the couple ([0111],[1101]) denotes the product z2Z3z4. In
the sequel we will note o and s the vectors [o; ...0,] and
[s1...sy] respectively.

o([o1...0n],[51 ...

The metaproduct P of a subset of products P of P, is the
characteristic function of the set:

U

peP

Since the set (U,ep, {o=Y(p)}) is a partition of {0,1}" x
{0,1}", metaproducts are a canonical functional represen-
tation of subsets of P, [6]. For instance the metaproduct of
the subset {T1zox3, 1T3x4, T122T3%4} of Py is the charac-
teristic function of the set {([1110],[0110]), ([1110],[0111]),
([1101],[1001]), ([1101],[1011]), ([1111],[1100])}. The di-
rect correspondence between the set and the logical oper-
ations allows the manipulations on sets of products to be
performed implicitly on their metaproducts. For instance,
the function (P V P’) is the metaproduct of the union of
the sets of products denoted by the metaproducts P and
P’ respectively.

The relation between the metaproduct representation and
Shannon decomposition is made explicit in the following
way. Consider a subset P of P, and its metaproduct P.
The Shannon decomposition of the function P with respect
to the variable oy provides us with the couple of functions
(Psz, Po,.)- The metaproduct (o5 A Ps;) denotes the subset
of elements of P in which neither the literal Ty nor the
literal zj occur. The metaproduct (ox A P,, ) denotes the
subset of elements of P in which at least one of these literals
occurs. This subset if the disjoint union of two sets which
are the set of products in which the literal T; occurs and the
set of products in which the literal x; occurs, respectively.
These sets are denoted by the functions (0x ASEAP,, 57;) and
(0 A s AP, s, ) Tespectively, where the couple of functions
(Po,5ms Poysy, ) is the Shannon decomposition of the function
Po,, with respect to the variable sy.



The relation defined above makes possible to perform many
operations on sets of products in an implicit way with com-
plexities polynomial with respect to the sizes of the BDDs
of their metaproducts, if these BDDs are built with the
variable ordering;:

On(1) < Sn(1) < On(2) < Sn(2) < < On(n) < Sr(n)>

where 7 is a permutation of the integers {1,...,n}. In the
sequel we will consider that the metaproducts are always
built with such a variable ordering, and moreover, that the
permutation defining this ordering is the same as the one
defining the variable ordering used to build the BDD of the
function under treatment.

3.3 IMPLICIT PRIME COMPUTATION

The computation of the metaproduct of the set of primes
of a Boolean function is based on the following theorem
which shows that this set can be computed recursively us-
ing Shannon decomposition [2].

Theorem 1 Consider a Boolean function f from {0,1}"
into {0,1} and the variable xy. The set of primes Prime(f)
of the function f is equal to

{z} x (Prime(fz) \ Prime(fa A fa))) U
{zr} x (Prime(fz,) \ Prime(fa A fz,)) U
Prime(fa N fz,,)-

This theorem has an immediate corollary from which it is
immediate to build the algorithm that produces the BDD
of the metaproduct of the set of primes of f from the BDD

of f [7].
Theorem 2 Consider a Boolean function f from {0,1}"

into {0,1} and the variable xy,. The metaproduct Prime(f)
of the set of primes of the function f is equal to

o A Prime(faz A fz,) V
ok NSk A (Prime( fz) A ~Prime(fzrz A fz,)) V
o A sk A (Prime(fz,) A =Prime(far A fu,))-

4 FAULT TREE ANALYSIS

The theorems given in the preceding section state that the
BDD representing the metaproduct Prime(f) of the set of
primes of the Boolean function f can be obtained from the
BDD of f using the standard Boolean operators. This sec-
tion shows that these two BDDs are sufficient to compute,
in times that are linear with respect to the sizes of these
BDDs, the qualitative as well as the quantitative informa-
tions that designers are interested in.

4.1 FROM FAULT TREES TO BDDS

Building the BDD of a fault tree is a straightforward oper-
ation that is performed by traversing this tree in a depth

first manner and by building the resulting BDD while going
up [3]. The only problem here is to determine the variable
ordering used to build this BDD. The size of the BDD
of a Boolean function can heavily depend on the variable
ordering that has been chosen to build this graph [3, §].
Since determining the best variable ordering is a NP—hard
problem, many efforts have been made to develop ordering
heuristics that exploit the structure of formulas to produce
a good variable ordering, that is an ordering for which the
size of the generated BDD is tractable. Very good heuris-
tics have been proposed to deal with multi-level logic net-
works [4, 12], which can be used here because fault trees are
such networks. The experimental results given in section 5
have been obtained with the heuristics proposed in [12].

4.2 QUALITATIVE ANALYSIS

The relation between metaproducts and Shannon decom-
positon makes very easy to compute the number of prod-
ucts that are in the set of products P denoted by P. The
function Size that, when applied on P, returns the number
of elements of P is defined by the equations

Size(0) = 0
Size(1) = 1
Size(P) = Size(Pay) + Size(Po,57) + Size(Poysy ),

if P ¢ {0,1}.

All elements of P, have an order less or equal to n so the
order distribution of the elements of P can be represented
with an array of size n + 1 whose j—th entry is the num-
ber of products of P of order j. The function OrderDist
that, when applied on the metaproduct P, returns the ar-
ray representing the order distribution of the elements of
P, is defined by the equations

OrderDist(0) = 100...0]
OrderDist(1) = [10...0]
OrderDist(P)[0 0

P)[0]
OrderDist(P)[j] = OrderDist(Ps)[j] +

OrderDist(Po,s:)[7 — 1] +
OrderDist(P,,s,. )7 — 1],
if j>1and P ¢{0,1}.

It is immediate, using the equations given above, to pro-
gram the recursive functions Size and OrderDist. These
functions both use the same recursion scheme that consists
of traversing the BDD of P in a depth first way, and of
computing the result in a bottom up way by combining,
at each vertex, the results obtained for the left and right
sons of this vertex. This result is stored in the vertex, so
these procedures have linear complexities with respect to



the number of vertices in the traversed BDDs.

4.3 QUANTITATIVE ANALYSIS

The probability Probability(f) associated with the top
event of a fault tree is defined in terms of the probabili-
ties prob(xy),...,prob(z,) of its terminal events and the
interpretations of the Boolean function f denoted by this
fault tree, in the following way:

by

[v1...v,]€{0,1}"
f(v1,..,0n)=1

Probability(f) =

<H prob(vk)> ,
k=1

where prob(vy) = 1 — prob(xy) if vp = 0, and prob(vy) =
prob(zy) if v = 1. The function Probability that, when
applied on the BDD of f, returns the probability associated
with this fault tree, is defined by the equations

Probability(0) = 0
Probability(1) = 1
Probability(f) = (1 — prob(xy)) * Probability( fz) +

prob(xy,) * Probability(fa, ),
it f ¢{0,1},

which show that this probability can be evaluated with a
cost linear with respect to the size of the BDD of f.

4.4 THE BROWSER

The definition of metaproducts and the properties of BDDs
actually allow a large class of operations on sets of products
to be performed in times polynomial with respect to the
sizes of the BDDs that denote these sets. Selecting the
elements of P whose order is in a given interval can be done
in O(|P]). Selecting the elements of P that contain a given
set of literals and do not contain another set of literals can
also be done in O(|P|). Once the metaproduct of a subset
P’ of primes has been selected, the exact contribution of
P’ to the probability of the top event of the fault tree can
be computed by first generating the BDD of the function
/' denoted by the sum of products in P’ using the equation
f'(z) = (30 P'(0,x)) [6], and then in applying the function
Probability on this BDD.

The browser of the prototype tool METAPRIME takes ad-
vantage of the very low cost of the functions described in
the previous sections to allow the reliability engineer to in-
teract with the analysis tool in order for fully exploiting the
information contained in the fault trees of the system under
design. A typical interactive session with METAPRIME thus
begins with loading a fault tree into memory and comput-
ing its binary decision diagram and the BDD that repre-
sents its primes, and then the user enters an analysis loop
whose elementary step consists of selecting, from either the
set of primes of the tree or from the result of a previous

selection, the primes that have precise characteristics and
then of refining the analysis of this subset.

5 EXPERIMENTAL RESULTS

Table 1 and Table 2 give the experimental results obtained
with the prototype tool METAPRIME developed at Bull us-
ing the concepts presented here. All the fault trees treated
here come from real life applications. The trees b* come
from the aircraft industry and the fault trees e* come from
the nuclear power industry. For each of these examples, col-
umn #A of Table 1 gives the number of terminal events
of the fault tree, column #G its number of gates, column
#Primes its number of primes, and column [..] the in-
terval of orders of these primes. Column |BDD]| of Table 2
gives the size of the BDD of the fault tree, column |MP| the
size of the metaproduct denoting its set of primes, column
CPU Time the CPU time in seconds needed to compute
these primes on a Sun SPARC Station 2 with 30 Mbytes
of main memory, and finally column Memory the memory
space, in megabytes, needed to perform this analysis.

l Tree H #A [ #G [ #Primes | [.] ‘

b26000 || 276 | 600 25988 | [1 .. 4]
bind 109 | 182 | 82000000000 | [10 .. 22]
b14200 || 122 | 204 14217 | 2 .. 7
b16700 53 83 16707 | [7 .. 15
b16200 51 81 16200 | 2 .. 5]
b17300 51 71 17280 [ [6 .. 6
b19500 || 121 | 233 19518 [[1 .. 6
b12100 || 170 | 427 12143 [ [1 .. §
bred 49 85 27778 | [T .. 11]
elfl 60 | 122 46188 [ [2 .. 11]
elf3 92 | 106 24386 | [2 .. 11]
edf1 291 | 122 579720 | [I .. ©]
edf3 382 | 427 20807446 | 1 .. 12]

Table 1. Characteristics of fault trees.

The CPU times given in Table 2 are dedicated to the fol-
lowings tasks. The first task consists of parsing the fault
tree, identifying its modules using a technique similar to the
one presented in [10], and determining the variable order-
ing. The second step consists of computing the BDD of the
Boolean function represented by the top event of the fault
tree, and the probability associated with this event. The
third step consists of computing the BDD of the metaprod-
uct of the set of primes of the top event of the tree, and
the last step consists of building the order distribution of
these primes.

The performances obtained for the faults trees b* have
been compared with those obtained with a prime com-
putation method [11] that manipulates sets of products
explicitly and uses an algorithm similar to the one used
in [2]. The tree bind cannot obviously be treated with such
a method because of the much too large number of primes
to be computed. With METAPRIME, this tree is analysed
in 1 second, and the resulting metaproduct uses 6000 bytes



(each vertex of a BDD takes 20 bytes). Assuming that the
best explicit representation of a product is to use 2 bits
per literal, the ratio between the memory spaces needed to
represent the primes of this tree explicitly and implicitly re-
spectively is greater than 400 millions. This illustrates the
compactness of the metaproduct representation. Moreover
this tree cannot even be partially analysed by any previ-
ously known technique because all its primes have at least
10 literals, and there are 10077696 primes with this order.
For the other trees, METAPRIME was found to be between
100 and 1000 times more efficient than the method refer-
enced above. As far as we know, no available fault tree
analysis tool has ever been able to compute all the primes
of the fault trees edf*, or to evaluate their exact associated
probabilities. Note that neither edf! nor edf$ can be de-
composed into modules, which means that their analysis is
not reducible into the analysis of simpler trees.

| Tree || BDD| [ [MP| | CPU Time | Memory |

b26000 16427 2719 82s 3.0 Mb
bind 150 298 1.0 s 0.5 Mb
b14200 493 698 1.0 s 0.5 Mb
b16700 100 177 0.8 s 0.5 Mb
b16200 65 120 0.8 s 0.5 Mb
b17300 51 102 0.8 s 0.1 Mb
b19500 843 916 1.2 s 0.5 Mb
b12100 58375 2159 18.0 s 4.0 Mb
bred 63 98 0.8 s 0.5 Mb
elf1 4488 5534 4.2 s 1.5 Mb
elf3 8283 4205 5.7 s 2.0 Mb
edf1 2876 3811 34 s 1.0 Mb
edf3 158548 | 39584 385.0 s 18.0 Mb

Table 2. Analysis times on SUN SPARC Station 2.

The diagram shown in Figure 2 is a compilation of the
results presented here as well as other prime computa-
tions performed on a set of benchmark problems [14]. On

N,
,

log (CPU time)

~
}
10

. o .
I ° I 4 I I I
+ + + +

;
0 3 6 .9 12 15 18

I oglo(#pri mes)

Figure 2. Summary diagram of experimental results.

the z-axis of this diagram are the logarithms of the num-
bers of primes to be computed, and on the y-axis are
the logarithms of the CPU times in seconds, obtained on
a Sun SPARC Station 2 computer, needed to compute

the metaproducts representing these sets of primes. The
straight line on the left of the diagram corresponds to the
CPU times that would be obtained using a procedure with
a cost linear with respect to the numbers of primes to be
computed. The drawing shows that all computation times
for the method presented here are sub-linear with respect
to the number of primes to be computed. Moreover, the
regression coefficient for these results is almost equal to 0,
which corroborates the theoretical independence between
the number of primes of the function and the time needed
to compute these primes.

6 CONCLUSION

In this paper we have presented the concepts that underly
the prototype tool METAPRIME, and the experimental re-
sults obtained with METAPRIME on real life fault trees
showing that these concepts allow us to analyse in seconds
fault trees that could not be analysed by any previously
known technique.

These performances are made possible by the dramat-
ically different computation paradigm that is used in
METAPRIME. Instead of operating on elements of {0,1}"
and products represented explicitly as all previously known
techniques do, METAPRIME uses characteristic functions to
represent sets of such elements implicitly. The properties
of these representations, combined with the efficiency of
Boolean manipulations on binary decision diagrams, make
the computational cost of the noncoherent fault tree analy-
sis presented in this paper independent of the number of in-
terpretations as well as the number of primes of the treated
fault trees.

There certainly exist fault trees that the technique pre-
sented here would not be able to handle. Several causes
could be responsible for such a failure, and research work
is being done to deal with them. It could happen that
MeTaPRrIME would not be able to build the BDD of the
fault tree under analysis. This problem can be tackled
in different ways. The first way consists of determining
whether there exists a variable ordering that would allow
this building to be completed. Recent research efforts have
demonstrated that variable ordering heuristics such as the
one used in METAPRIME can be very much enhanced by us-
ing a special kind of binary decision diagrams call partial
binary decision diagrams [4]. Another technique, called
variable reordering [9], has been shown by experience to
help BDD based tools to handle more complex problems.
Partial binary decision diagrams have also been shown to
be very good for making approximations in BDD compu-
tations, which would allow METAPRIME, in the case where
no good variable ordering can be found, to make approxi-
mations in the fault tree analysis.

Though for most of the trees treated here the set of primes
has a smaller BDD than the BDD of the tree, it could hap-



pen that METAPRIME is able to build the BDD of a fault
tree but would not be able to build the BDD of its set of
primes. In this case it is possible to make the approxima-
tion used in all previously available tools, which consists of
computing only the primes whose order is less than a user
defined bound or the primes whose associated probability
is greater than a user defined bound. These procedures are
under development.

The concepts that have been presented here can be used
for the analysis of event trees because such trees denote
Boolean functions on which these concepts can be applied.
Prime computation is a problem that is also critical in
many other domains, in particular in artificial intelligence
applications such as reasoning maintenance and multiple
fault diagnosis [11]. The applications of the technology un-
derlying METAPRIME to these problems is under study.
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